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Warragul North Primary School

INTERNET USAGE

Rationale:

The internet provides students with unprecedented opportunities to obtain information, engage in discussion, and liaise with individuals, organisation and groups world-wide so as to increase skills, knowledge and abilities. WNPS has an important role in preparing students for these 'online communities', even though students and teachers may not access some online communities at school (e.g. Facebook). 

Before our students start to use school provided devices to explore the Internet, it is crucial to make sure everyone understands what they should and shouldn't be doing online.

Behaving safely online means:

· protecting their own privacy and personal information 

· selecting appropriate spaces to work and contribute 

· protecting the privacy of others (this can be sharing personal information or images) 

· being proactive in letting  a staff member  know if something is 'not quite right'

These principles of safety and responsibility are not specific for the web but certainly apply to the use of the internet at school. Just as in the real world, the virtual world of the internet involves some risks. 
Aims:

· To improve student learning outcomes by increasing access to worldwide information.

· To develop skills in discriminate and appropriate internet usage.
· To establish protective measures to ensure safe access.
Implementation:

· The school actively supports access by students to the widest variety of information resources available, accompanied by the development of the skills necessary to filter, analyse, interpret and evaluate information encountered. 
· Parents, teachers, students and the community to be made aware of types of cyber bullying, and its legal and hurtful ramifications.  
· Teachers will be regularly reminded of their duty of care regarding protection of students from all forms of bullying.

·  Teachers to implement the WNPS Cybersmart/CyberSafety Scope and Sequence plan for students from Foundation to Year 6. 
· All students and staff at our school will have censorship filtered internet and email access.  All students Year 1 to Year 6  and staff will have their own password protected internet account and log on.  Such access is a privilege that infers responsibility, and not simply a right to be expected.
· The ICT coordinators will liaise with staff and the technical support technician to manage all email access, web filters and all other issues related to internet access by students.

· The school undertakes to ensure that information published on the internet by students or the school is of a high standard, and meets legal requirements and standards of general practice within the community in relation to copyright, safety and decency.
· Students email access will be through a class mailbox under teacher supervision.

· All email accounts will be password protected and users will be responsible for clearing their mailboxes regularly.   

· Guidelines on access rights will be defined for different user levels.  Restricted access shall be available to guest users for specific purposes only.

· All students shall be responsible for notifying their teacher of any inappropriate material so that access can be blocked. 

· All staff shall be responsible for notifying the coordinator of any inappropriate material so that access can be blocked.  

· Consequences of publishing, accessing or failing to notify the coordinator of inappropriate material shall include the removal of access rights. 
· The Learning Technologies Acceptable Use Procedures and Student and Parent consent form is intended to encourage responsible maintenance and use of ICT and to reflect a respect for the ability of its adherents to exercise good judgement.
·  Staff to sign a written agreement that the guidelines do apply to them and that they  are familiar with the DEECD Acceptable Use policy which can be found at DEECD Acceptable Use Policies
· Signed parent and student consent (see Learning Technologies Acceptable Use Procedures Student and Parent consent form attached to Internet Usage policy) is required to be completed in order to gain access to the internet, or to publish work, photos or videos on the internet. 

· Privacy of students, parents, staff and other users must be recognised and respected at all times. When identifying students, only the student’s first name will be used.

· Teachers shall be responsible for making sure all work is screened for accuracy, appropriateness, grammar and spelling prior to publishing. 

· The use of the school's network is subject to the Learning Technologies Acceptable Use Procedures (see appendix A).  Briefly this means that the school’s network can be used only by staff, students and associated individuals (e.g. visiting teachers) and only for, or in connection with the educational or administrative functions of the school.
· The Learning Technologies Acceptable Use Procedures is intended to operate within and be consistent with existing school policies and procedures in areas such as: Stop the Bullying (including cyber-bullying) and Harassment  policy and the Student Engagement policy.
· Responsibility and accountability for network security is the shared responsibility of all network users. It is the responsibility of staff and students to protect his/her password and not divulge it to another person. If a student or staff member knows or suspects his/her account has been used by another person, the account holder must notify a teacher or the administration as appropriate, immediately. 

· All messages created, sent or retrieved on the school’s network are the property of the school, and should be considered public information. The school reserves the right to access and monitor all messages and files on the computer system as deemed necessary and appropriate.  Internet messages are public communication and are not private.  All communications including text and images can be disclosed to law enforcement and other third parties without prior consent from the sender.
· For breaches of the Learning Technology Acceptable Use Procedures, students and staff can face a number of consequences depending on the severity of the breach and the context of the situation. More than one consequence may apply for a given offence. Serious or repeated offences will result in stronger penalties:

· For Students

· removal of network access privileges 

· removal of email privileges

· removal of internet access privileges

· removal of printing privileges

    -
paying to replace damaged equipment

    -
other consequences as outlined in the school’s Behaviour Management policy.
· For Staff
· Non-compliance will be regarded as a serious matter and appropriate action, including termination of employment may be taken

· Bullying and harassment of any kind is prohibited. No messages with derogatory or inflammatory remarks about an individual or group’s race’ religion, national origin, physical attributes, or sexual preference will be transmitted. Violations of any guidelines listed above may result in disciplinary action.

· While the internet may be largely a self-regulated environment, the general principles of law and community standards still apply to communication and publishing via the Internet. In addition to school penalties, there are legal sanctions for improper use of the Internet


LINKS AND APPENDICES (including processes related to this policy)

The Key Link connected with this policy is:

· DEECD Using Technology to Support Teaching 

Appendix A: Learning Technologies Acceptable Use Procedures Parent  and Student Consent Form 

Other school policies which are connected with this policy are:

· Information and Communication Technology policy

·  Stop the Bullying (including cyber-bullying) and Harassment Policy

·  Student Engagement & Inclusion
· Working with Children  Policy

Evaluation:

· This policy will be reviewed as part of the school’s five year  review cycle.


                      This policy was adopted by School Council in September   2014

             This policy was amended by School Council in September 2017
                       
APPENDIX A
WARRAGUL NORTH PRIMARY SCHOOL

LEARNING TECHNOLOGIES - ACCEPTABLE USE

 Student and Parent Consent form.

WARRAGUL NORTH PRIMARY SCHOOL

LEARNING TECHNOLOGIES - ACCEPTABLE USE

 Student and Parent Consent form.

 

The teaching of cyber safety and responsible online behaviour is essential in the lives of students and is best taught in partnership between home and school. Students spend increasing amounts of time online, learning and collaborating. To be safe  online and to gain the greatest benefit from the opportunities provided through an online environment,

students need to do the right thing by themselves and others online, particularly when no one is watching.

Safe and responsible behaviour is explicitly taught at our school and parents/carers are requested to

reinforce this behaviour at home.

Some online activities are illegal and as such will be reported to police.
 School support for the safe and responsible use of digital technologies
WNPS  uses the internet and digital technologies as teaching and learning tools. We see the internet and digital technologies as valuable resources, but acknowledge they must be used responsibly.

Your child has been asked to agree to use the internet and mobile technologies responsibly at

school. Parents/carers should be aware that the nature of the internet is such that full protection from

inappropriate content can never be guaranteed.

At WNPS we:

• have the Internet Usage policy  in place that outline the values of the school and expected behaviours when students

use digital technology and the internet

• provide a filtered internet service

• provide access to the Department of Education and Early Childhood Development’s network 

• provide supervision and direction in online activities and when using digital technologies for learning

• support students in developing digital literacy skills

• have a cyber safety program which is reinforced across the school

• use mobile technologies for educational purposes (e.g. podcasts or photos from excursions)

• provide support to parents/carers to understand this agreement (e.g. language support)

• provide support to parents/carers through information evenings and through the document attached

to this agreement for parents to keep at home

General Rules of Usage for Students
 

1. Modifying any settings on computers (e.g. back-grounds, screensavers, shortcuts etc.) is not permitted without permission from a teacher.

 

2. All student files housed in Education Department accounts must be educational and relate to learning ( One Drive, Google Drive).
 

3. Students will not access or tamper with any other student’s files via the network.

 

4. It is each student’s responsibility to maintain their own files and contents.  Unacceptable files stored on servers will be removed.

 

5. If in doubt about what is permitted at any time, students must ask a teacher.

 

Acceptable Use of the Internet

 

At Warragul North Primary School, the internet is an important resource in many teaching and learning situations.  The emphasis is on the careful and responsible use of the internet for school based projects.  The internet is not to be used for entertainment or other non-educational use.

 

Acceptable Use of the Internet by Students
 

1. Students must always seek permission from a teacher and be under teacher supervision at all times when accessing the Internet.

 

2. Students are not to look for unacceptable material at any time.  If students are unsure what is acceptable they are to ask a teacher for assistance.

 

3. Downloading of any material (including sound and video files) requires the permission of a teacher.

 

4. If a student should accidentally access a site with unacceptable material on it they  

    should press the “Home” button and then immediately tell a teacher.

5. Students are not to use You Tube.

 

Acceptable Use of Email Facilities by Students
 

1. Students must gain permission from a teacher before sending any email message.

 

2.  Students are not to access any other person’s email.
 

3. Sending any personal information (full name, address, phone numbers etc.) via the school email is not allowed.

 

4. The exchange of files (text, graphics, sound, video) using the school email system requires teacher permission.

 

5. If a student should receive an email message which makes them feel uncomfortable they are to immediately tell a teacher.

 

Publishing Work Using Learning Technologies by Students
 

At Warragul North Primary School we stress the value of quality in our work and require that all student work be thoroughly checked before being published.

 

Acceptable Quality of Published Work

 

1. Students should thoroughly check their work before attempting to publish it using Learning Technologies.  This should include spelling, grammar, appropriateness of content, graphics and sounds.

 

2. After being checked by another student, the work is then checked by a teacher to 

     be authorised as suitable for publication.
 

Copyright Laws

 

1. Students and teachers must consider Copyright Laws at all times when copying any material for use in their work.

 

2. Material that has been copied from other sources for use in any published work must be referenced in a bibliography or reference list.

 

3. If student work is to be published on the Internet it should all be original work or permission must be obtained from copyright holders for use of their work e.g. graphics, sounds etc.

 

Publishing on the Internet
 

Any student work to be published on the internet can only be published with the written permission of the student’s parent or guardian.

 

Consequences for Disregard of this Acceptable Use Policy

 

Students at Warragul North Primary School have a right to use the extensive Learning Technologies available to them.  They also have a responsibility to use them sensibly and maturely.  Should students not do this the following system of penalties will be invoked if necessary.

 

1. First Offence - Verbal warning - name recorded on Sentral. 

 

2. Second Offence - Written warning issued to Student to go home and then be returned to school signed by parent, incident  recorded on Sentral 

3. Third Offence - One week suspension from using any Learning Technologies within the school.  Letter to parents, incident  recorded on Sentral again.

 

4. Fourth Offence - One month suspension from using any Learning Technologies within the school.  Letter home and discussion with parents.

 

** Please note that should a deliberate or particularly offensive act occur, steps 1 - 3 may be bypassed.

 

All offences should be recorded and where appropriate reported to the Principal or Assistant Principal.

 

Students will be made aware of this Acceptable Use Policy on a regular basis in each classroom.

 ————————————————————————————————————–

 


WARRAGUL NORTH
 PRIMARY SCHOOL
LEARNING TECHNOLOGIES –
ACCEPTABLE USE CONSENT FORM
 

I / We have read and agree to abide to the Learning Technologies Acceptable Use Policy.

 

Student Name ……………………………
Signature ………………Date……………
 

Parent Name ………………………………  Signature ………………Date……………
 

 

Signed parent and student consent as per the Learning Technologies Acceptable Use Student and Parent consent form attached to Internet Usage policy is required to be completed and returned to enable a student to commence using information communications technology. 
Please return this form to the office.
References: - http://www.education.vic.gov.au/school/principals/curriculum/pages/elearning.aspx 

